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AHAG Update

The meeting to allow proponents of var-
ious ESA (Enhanced Subscriber Authen-
tication) proponents to present their
proposals to members of the AHAG and
otherswill be held on August 30th, 1999
and not on August 29th, aswereportedin
the July issue. The locationis still Tor-
onto, Ontario, Canada. Contact the chair-
man of AHAG, Chris Carroll of GTE if
you wish to attend:

| ccarroll @gte.com |

The AHAG is considering the impact of
the Twinkleand related attacks on wire-
less systems. This attack is named after
the flashing LED’ s in Professor Adi
Shamir’s (so far) theoretical encryption
machine. Although the attack is directed
toward RSA, it would al sowork on many
other cryptographic systems, including
some being considered for next genera-
tion wireless security algorithms. For

more information on this attack, consult:

| www.jva.com/twinkle. htm|

and

www.rsa.com/rsalabs/html/
twinkle.html

Thanks to David Ott of Qualcomm for
bringing this information to our atten-
tion.

New Writer, New Name

We are pleased to announce that Les
Owens has been appointed as the lead
writer for Dr. Jon’s Wireless Security
starting in September. For obvious rea-

sons, we will need a new name for this
bulletin, and invite your submissions.
The winner will receive afree Cellular
Networking Per spectivesgolf shirt plusa
6 month free subscription to Dr. Jon's
Wireless Security (or whatever it isthen
caled!). If you aready have a subscrip-
tion, we will extend it by 6 months.

Basics of Wireless
Authentication

Operating a wireless telecommunica-
tions website [Www.cnp-wireless.com) |
gives us the dubious privilege of receiv-
ing many questions like “ Can a mobile
phone be made to operate on any other
identity and how? What are the tools
needed for it?" Perhapswe are overly
cynical, but we assume that these people
are looking for instructions to clone cel-
[ular phones.

We have asked the mysterious Crypto-
Answer-Man to address thisissue.

Cloning is the unauthorized use of a
legitimate MIN/ESN combinationin a
wireless phone.lt was easy to perpetrate
until authentication came along. This
vulnerability occurred because, as

illustrates, the MIN and ESN

of cellular phones are transmitted in the
clear on every phone call, whenever a
mobile registers and during some other
transactionsaswell. The transmission of
the MIN and ESN is needed so that the
base station can identify the phonethat is
requesting a service.

The MIN, assigned by the mobile tele-
phone’ scarrier, typically can bechanged
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Figure 1: Transmission of the ESN and MIN in the AMPS/TDMA/CDMA Environment
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ESN=82123456,5, MIN=403-274-4749

through the user interface of awireless
phone or through its datainterface, just
as other NAM (Number Assignment
Module) parameters can be changed. On
the other hand, the ESN, a 32-bit pattern
that is‘burned’ (i.e. securely stored) in
the phone, is not intended to be readily
modified, andisintended to permanently
identify the mobile hardware rather than
the subscription (which isthe purpose of
the MIN, or its aternate, IMSI). FCC
guidelinesrequirethat the ESN be stored
obscurely (* security through obscurity’)
inthe handset to prevent tampering. Now
the ESN isusually stored in a memory
device (e.g. EPROM, EEPROM, flash
memory) it is possible to subvert the
design and changeit, or to change the
software that reads it from memory
before transmitting it. Building atruly
tamper-proof device (that can still make
cals) isdifficult, if not impossible!

Crypto-Answer-Man Notable
Note 1

Itis illegal in the US and in some other
countries to change the ESN of a mobile
telephone once it is programmed by the
manufacturer.

The cloning fraud problem, caused by
interlopers masquerading as legitimate
customers for anonymity or financial
reasons, began in the US around 1992.
The major US operators began to imple-
ment the Telecommunications Industry
Association’s (TIA) cryptographic
authentication scheme known as CAVE
inthe 1995 timeframe after they realized
that the cloning fraud problem was not
going to magically go away. Eventualy,

they concluded that CAVE authentica-
tion was the best fraud-prevention
scheme available. The other schemes,
such as PIN validation and clone-detec-
tion-and-shutdown-systems, were easily
defeated or were inadequate. CAVE isa
simple ‘challenge-response’ system that
is used to validate the identity of awire-
less phone. It doesthisby verifying cryp-
tographically that the telephoneis the
one claimed. Although not perfect, the
network provides a high level of confi-
dencethat thetelephone containsasecret
that is shared with the network but
unknown to others.

Crypto-Answer-Man
Notable Note 2

In 1995, the losses due to cellular tele-
phone fraud problem amounted to over
$600 Million in the US according to the
CTIA. Because of authentication, those
losses have been reduced dramatically.

The basic steps of the authentication pro-
cessfor the North American cellular sys-
temisillustrated in Figure 2|and
described below:

1. Thetelephoneidentifiesitself to the
network with the ESN and the MIN
upon power-up and during other call
processing activities.

2. The network transmits a 32-bit ran-
dom number to the telephone
(RAND). Thistransmission, like al
other communications with the net-
work, is performed over the wireless
network or radio path.

. The telephone performs a crypto-

graphic operation on the ESN, MIN
and random number and returns an
18-bit authentication response to the
network (AUTH). The computation
is done using the CAVE (Cellular
Authentication and Voice Encryp-
tion) algorithm with the SSD-A cryp-
tographic key as secret input. SSD-A
(Share Secret Data - A) is a 64-bit
value that isin turn derived from the
64-bit A-key (authentication key)
also using CAVE. Both the SSD-A
(and its counterpart the SSD-B) and
the A-key are stored in the telephone
and are never transmitted over the
radiopath, although they may be
derived indirectly using radio com-
munications.

. Thenetwork performsthe same com-

putation using the CAVE algorithm
and the shared information: the
secret SSD-A assigned to that mobile
telephone.

. If the authentication response,

AUTH, from the mobile telephone
equalsthat produced by the network,
the mobile telephoneis provided ser-
vice. Otherwise, the operator has the
choice of providing service anyway,
denying service or performing fur-
ther authentication operations. The
most likely is a Unique Challenge
operation. Becausethisisbased on a
unique random number (and not a
globally broadcast one) it is more
secure. Alternatively, an attempt can
bemadeto updatethe SSD key if itis
believed that the mobile no longer
hasavalid key.
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Figure 2: Simplified View of TIA Challenge-Response Authentication

Note 3

Not al operatorsin the US (and cer-
tainly not thosein other countries) have
implemented this strong security tool
for fraud prevention. Because of the
high integrity of the Crypto-Answer
Man and hisdesire not to perpetuate the
fraud problem, he will not divulge spe-
cific meansto modify ESN’ snor means
by which authentication can be
defeated. ;-)

face and interoperability standards

(e.g. TIA/EIA-41-D, 1S-54B, IS-91A,
TIA/EIA-95-B, TIA/EIA-136-B, IS
2000), or search for thefollowing United
States patents. Note that some informa-
tion is export-controlled and is only
availableafter signing an agreement with
the TIA:

1. Patent #5,668,875, Brown, et a.;
September 16, 1997

2. Patent # 5,551,073, Sammarco;
August 27, 1996

3. Patent #5,282,250, Dent, et al.; Jan-
uary 25, 1994

4. Patent#5,241,598, Raith; August 31,
1993

Wireless Phone Air Interface J Network (MSC, HLR, AC)
ESN/MIN .
8"—[ N
SSD-A Random SSD/A-Key
Number Database at
“Global Generator Home System
Challenge’
RAND L
RAND ~—
CAVE CAVE
Cryptographic Cryptographic
Algorithm Algorithm SSD-A
AUTH
Allow call or other requested
operation to proceed
SSD Update (which includes a
unique challenge operation)
Unique Challenge
Deny Service
Further Reading 5. Patent#5,237,612, Raith; August 17,
1993
To learn more about fraud control and _
Crypto-Answer-Man Notable authentication, obtain the TIA air-inter- 6 Patent#5,204,902, Reeds, 111, etdl.;

April 20, 1993
7. Patent#5,172,414, Reeds, |11, et al.;
December 15, 1992

8. Patent # 5,159,634, Reeds, I11; Octo-
ber 27, 1992

9. Patent #5,153,919, Reeds, |1, et al.;
October 6, 1992

10.Patent # 5,060,265, Finkelstein;
October 22, 1991

Alternatively, you may hire afriendly
consultant through Cellular Networking
Perspectives Ltd. ;-)
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